Mobil e app vulnerability report for net.roamer

Platform Android

Package Nane: net.roanl er
Package Version Nane: 3.0.0
Package Version Code: 300114

M n Sdk: 14
Target Sdk: 21
VD5 : 07f 4d4f f 8b8a52de68497226b3f 945d5

SHA1 : 19bc18871d78e82bf 240beae6d8237e76abb5f cb

SHA256: a89dc010e031dc997746d622c5b0c488bb0f 9f 3f 2133ab7b010c2d4452f 3325b

SHA512: 69cbcc9e9d5ce7a933948a222761¢c8c96b2128e6e822c3d45f e3bad400897514e14969ec30ac3af e21f 1
731cOef a2f e79b542ce9c1f dce734bdb48786bf ef 6ac?2

Found 8 potential issues:

ISSUE 1 : <#BID 64208, CVE-2013-6271#> Fragnent Vul nerability Checking:
"Fragnent’ or ' Fragment for ActionbarSherlock’ has a severe vulnerability prior
to Android 4.4 (APl 19).
Pl ease check:
(1) http://devel oper. androi d. com ref erence/ andr oi d/ os/ Bui | d. VERSI ON_CODES. ht ml #KI
TKAT
(2)http://devel oper. androi d. com ref erence/ andr oi d/ pref erence/ Pref erenceActivity.
ht M #i sval i dFr agment (j ava. | ang. Stri ng)
(3)http://stackoverfl ow com questions/ 19973034/ i sval i df ragnment - andr oi d- api - 19
(4)http://securityintelligence.conl new vul nerability-android-franework-fragment-
i njection/
(5)http://securityintelligence.conlwp-content/uploads/ 2013/ 12/ androi d-col | apses-
i nto-fragments. pdf
(6) https://curebl og. de/ 2013/ 11/ cve- 2013- 6271-r enove- devi ce- | ocks-from andr oi d- ph
one/
You MUST override 'isValidFragnent’ nethod in every "PreferenceActivity" cla
ss to avoid Exception throwing in Android 4. 4:
Lti/nodul es/titani um ui/android/Ti PreferencesActivity;
Al of the potential vulnerable "fragnment":
Lcon f acebook/ | ogi n/ Logi nFragmnent ;
Lconi googl e/ andr oi d/ gns/ conmon/ api / zzm
Lconi googl e/ andr oi d/ gns/ conmon/ api / zzn;
Lconi googl e/ andr oi d/ gns/ maps/ MapFr agnent ;
Lconi googl e/ andr oi d/ gns/ maps/ St r eet Vi ewPanor amaFr agnment ;
Lcon googl e/ andr oi d/ gns/ maps/ Suppor t MapFragment ;
Lcon googl e/ andr oi d/ gns/ maps/ Support St r eet Vi ewPanor anaFr agnent ;
Lti/nodul es/titani um ui/w dget/tabgroup/Ti U Acti onBar Tab$TabFr agnent ;

| SSUE 2 : <KeyStore><Hacker> KeyStore Protection Checking:
The Keystores bel ow seem using "byte array" or "hard-coded cert info" to do SSL
pinning (Total: 2). Please manually check
=> Lcom facebook/ ads/internal /http/a;->a(Lorg/apache/ http/ parans/Basi cHtt pPa
ramns;
Lor g/ apache/ htt p/ conn/ schene/ ScheneRegi stry; )V (0x14) ---> Ljaval secur
ty/ KeyStore; ->l oad(Ljaval/i o/l nputStream [CV
=> Lcom facebook/ads/internal /util/g;->b()Lorg/apache/http/client/Htpdient
(0x42) --->
Lj aval/ security/ KeyStore;->load(Ljava/io/lnputStream [CV

ISSUE 3 : <SSL_Security> SSL |Inplementation Checking (Verifying Host Nane in Cust
om Cl asses):



This app all ows Sel f-defined HOSTNAME VERI FI ER to accept all Comobn Names(CN).

This is a critical vulnerability and allows attackers to do MTM attacks with hi
s valid certificate without your know edge.

Case exanpl e:

(1) http://osvdb. org/ 96411

(2) http://ww. wooyun. or g/ bugs/ wooyun- 2010- 042710

(3) http://ww. wooyun. or g/ bugs/ wooyun- 2010- 052339

Al so check Google doc: http://devel oper.android.conftraining/articles/security-s
sl.htm (Caution: Replacing HostnanmeVerifier can

be very dangerous).

OMSP Mobile Top 10 doc: https://ww. owasp. or g/ i ndex. php/ Mobil e_Top_10_2014- M3

Check this book to see how to solve this issue: http://goo.gl/BFb65r

To see what’s the inportance of Common Name(CN) verification.

Use CGoogle Chrone to navigate:

- https://ww. google.com => SSL certificate is valid

- https://60.199.175.158/ => This is the |IP address of google.com but the CN
is not match, making the certificate invalid. You

still can go Googl e.com but now you cannot distinguish attackers from normal use
rs

Pl ease check the code inside these mnethods:
Lti/ modul es/titani unf net wor k/ httpurl connection/ Nul | Host NaneVerifier;->verify
(Ljaval/l ang/ String; Ljavax/net/ssl/SSLSession;)Z

ISSUE 4 : <SSL_Security> SSL |Inplenmentation Checking (Verifying Host Nane in Fiel

ds):

Thi s app does not check the validation of the CN(Conmon Nane) of the SSL certifi
cate ("ALLOWALL_HOSTNAMVE VERI FI ER' field or

"Al'l owAl | Host naneVerifier" class).

This is a critical vulnerability and allows attackers to do MTM attacks with hi
s valid certificate without your know edge.

Case exanpl e:

(1) http://osvdb. org/ 96411

(2) http://ww. wooyun. or g/ bugs/ wooyun- 2010- 042710

(3) http://ww. wooyun. or g/ bugs/ wooyun- 2010- 052339

Al so check Google doc: http://devel oper.android.conftraining/articles/security-s
sl.htm (Caution: Replacing HostnaneVerifier can

be very dangerous).

OMSP Mobile Top 10 doc: https://ww. owasp. or g/ i ndex. php/ Mobil e_Top_10_2014- M3

Check this book to see how to solve this issue: http://goo.gl/BFb65r

To see what’s the inportance of Common Name(CN) verification.

Use Google Chrone to navigate:

- https://ww. google.com => SSL certificate is valid

- https://60.199.175.158/ => This is the |IP address of google.com but the CN
is not mtch, making the certificate invalid. You

still can go CGoogl e.com but now you cannot distinguish attackers from normal use
rs
Pl ease check the code inside these methods:
=> Lcom facebook/ads/internal/util/g;->b ()Lorg/apache/http/client/Htpdien
t;
=> Lcom facebook/ads/internal /http/a;->a (Lorg/apache/http/parans/BasicHttpP
ar ans;

Lor g/ apache/ htt p/ conn/ schene/ ScheneRegi stry; )V

ISSUE 5 : <SSL_Security> SSL Connection Checki ng:
URLs that are NOT under SSL (Total:4):
http://api.appcel erator.conip/vl/ geo?
=> Lti/nodul es/titanium geol ocation/ Ti Locati on; ->buil dGeocoder URL(Lj ava/
| ang/ String; Ljaval/lang/String;
Ljava/lang/ String; Ljaval/lang/String; Ljaval/lang/String; Ljaval/lang/Str
ing;)Ljaval/l ang/ Stri ng;
http://pl ay. googl e. coni st or e/ apps/ det ai | s?i d=com f acebook. orca



=> Lcom f acebook/ nessenger/ Messenger Uti | s; - >openMessenger | nPl aySt or e( Lan
droi d/ content/ Context;)V
http://pl us. googl e. cont
=> Lcom googl e/ andr oi d/ gnms/ common/internal / h; -><clinit>()V
=> Lcom googl e/ andr oi d/ gns/ common/internal / zzm -><clinit>()V
http://ww.roamni er. co. uk/
=> Lnet/roam er/ Roam er Appl nfo; ->get Url ()Ljava/l ang/ Stri ng;

ISSUE 6 : <SSL_Security> SSL |Inplenmentation Checking (WebViewC ient for WbView):
DO NOT use "handl er. proceed();" inside those nmethods in extended "WebViewd ient"
whi ch all ows the connection even if the SSL
Certificate is invalid (MTM Vul nerability).
Ref er ences:
(1)A View To AKill: WebView Exploitation: https://ww.isecl ab. org/ papers/webvi e
w_| eet 13. pdf
(2) OMASP Mobil e Top 10 doc: https://ww. owasp. or g/ i ndex. php/ Mobi |l e_Top_10_2014- M

3
(3)https://jira.appcel erator. org/browse/ Tl MOB- 4488
Vul ner abl e codes:
Lcom facebook/ ads/ i nternal / vi ew a$b; - >onRecei vedSs| Err or (Landr oi d/ webki t/ Wb
Vi ew;, Landroi d/ webkit/ Ssl Error Handl er
Landroi d/ net/ http/ Ssl Error;)V
Lcom f acebook/ ads/ i nternal / vi ew c$a; - >onRecei vedSsl Err or (Landr oi d/ webki t/ Wb
Vi ew, Landr oi d/ webki t/ Ssl Error Handl er
Landroi d/ net/http/ Ssl Error;)V
Lti/ modul es/titani unf ui/w dget/webvi ew Ti WebVi ewd i ent ; - >onRecei vedSs| Error (
Landr oi d/ webki t/ WebVi ew;
Landr oi d/ webki t/ Ssl Error Handl er; Landroi d/ net/http/SslError;)V

ISSUE 7 : <SSL_Security> SSL Certificate Verification Checking:

This app DOES NOT check the validation of SSL Certificate. It allows self-signed
, expired or msmatch CN certificates for SSL

connecti on.

This is a critical vulnerability and allows attackers to do M TM attacks without
your know edge.

If you are transmtting users’ usernane or password, these sensitive information
may be | eaki ng.

Ref er ence

(1) OMASP Mobil e Top 10 doc: https://wwv. owasp. or g/ i ndex. php/ Mobi |l e_Top_10_2014- M

(2) Android Security book: http://goo.gl/BFb65r
(3)https://ww. securecodi ng. cert. org/confl uence/ pages/ vi ewpage. acti on?pagel d=134
807561
This vulnerability is much nore severe than Apple’'s "goto fail" vulnerability: h
ttp://goo.gl/eFl ovw
Pl ease do not try to create a "X509Certificate" and override "checkd ientTrusted
", "checkServerTrusted", and "get Acceptedl ssuers”
functions with blank inplenentation
We strongly suggest you use the existing APl instead of creating your own X509Ce
rtificate class.
Pl ease nodify or renove these vul nerabl e code
[ Confirm Vul nerabl e]
=> Lcom facebook/ads/internal /util/qg$1;
-> used by: Lconifacebook/ads/internal/util/q;-><init>(Ljaval/security/
KeyStore; )V
=> Lti/nodul es/titanium network/NonValidatingTrust Manager
-> used by: Lti/nodul es/titaniunl network/NonVali dati ngSSLSocket Fact ory
p-><init>()V
-> used by: Lti/nodul es/titaniun network/Ti HTTPC i ent;->setUpSSL(Z Lja
vax/ net/ssl/Htt psURLConnecti on; )V

|SSUE 8 : <WebVi ew><Renote Code Executi on><#CVE-2013-4710#> WebVi ew RCE Vul ner ab
ity Checking:



Found a critical WebVi ew "addJavascriptlnterface" vulnerability. This nmethod can
be used to allow JavaScript to control the host
applicati on.
This is a powerful feature, but also presents a security risk for applications t
argeted to APl |evel JELLY BEAN(4.2) or bel ow,
because JavaScript could use reflection to access an injected object’s public fi
elds. Use of this nethod in a WbVi ew contai ni ng
untrusted content could allow an attacker to mani pul ate the host application in
uni nt ended ways, executing Java code with the
perm ssi ons of the host application.
Ref er ence:
1."http://devel oper. androi d. cont ref erence/ andr oi d/ webki t/ WebVi ew. ht nl #addJavas
criptinterface(java.l ang. Object,
java.lang. String)
2. https://1abs. mwri nfosecurity. coni bl og/ 2013/ 09/ 24/ webvi ew addj avascri ptinterf
ace-renot e- code- executi on/
3. http://50.56. 33.56/bl og/ ?p=314
4. http://blog.trustl ook.conf 2013/ 09/ 04/ al ert - andr oi d- webvi ew addj avascri ptinte
rface-code-execution-vul nerability/
Pl ease nodi fy the bel ow code:
=> Lcom f acebook/ ads/i nternal / vi ew a; - ><i ni t >(Landr oi d/ cont ent/ Cont ext; Lcom
/ f acebook/ ads/internal /view a$a; 1)V (0x68) --->
Lconi f acebook/ ads/ i nternal / vi ew a; - >addJavascri ptlnterface(Ljaval/l ang/ O
bj ect; Ljaval/lang/String;)V
=> Lcom facebook/ads/internal/view c;->c()V (0x5e) --->
Lcom facebook/ ads/ i nternal /vi ew c; - >addJavascri ptl nterface(Ljava/l ang/ O
bj ect; Ljaval/lang/String;)V
=> Lbol t s/ WbVi ewAppLi nkResol ver $2; - >t hen( Lbol t s/ Task; ) Lbol t s/ Task; (0x56) -
-->
Landr oi d/ webki t/ WebVi ew, - >addJavascri ptlnterface(Ljaval/l ang/ Gbject; Lja
val/lang/ String;)V
=> Lti/nodul es/titanium ui/w dget/webvi ew Ti WebVi ewBi ndi ng; - >addJavascriptln
terfaces()V (0Oxlc) --->
Landr oi d/ webki t/ WebVi ew, - >addJavascri ptlnterface(Ljaval/l ang/ Ghject; Lja
va/l ang/ String;)V
=> Lti/nodul es/titani um ui/w dget/webvi ew Ti WVebVi ewBi ndi ng; - >addJavascriptln
terfaces()V (0x2e) --->
Landr oi d/ webki t / WebVi ew; - >addJavascri ptlnterface(Ljaval/l ang/ Object; Lja
val/l ang/ String;)V
=> Lti/nodul es/titanium ui/w dget/webvi ew Ti WebVi ewBi ndi ng; - >addJavascriptln
terfaces()V (0x40) --->
Landr oi d/ webki t/ WebVi ew, - >addJavascri ptlnterface(Ljaval/l ang/ Gbject; Lja
val/lang/ String;)V



